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BACKGROUND

A prime purpose of the Department of Energy’s (Department) Stockpile Stewardship Program isto
maintain a“high confidence” in the nuclear weapons stockpile so that the Department can certify to the
President that there is no need to resume underground testing. To fulfill the responsibility for the annual
reporting and certification requirement, the Directors of the three Department nuclear weapons laboratories
annually assess and report the condition of the weapon systems for which their laboratories are responsible.
The laboratory Directors rely on arobust aternative program for “ science-based” weapons evaluation. The
overall performance of the Department’ s Stockpile Stewardship Program is one of its highest national
security priorities.

A critical event in this processis the identification of aweapon defect or malfunction during surveillance
testing. Thisis especially important when dealing with an aging weapons stockpile. Departmental
procedures require preliminary tests or evaluations to establish whether a Significant Finding Investigation
(SFI) should beinitiated. Such investigations are then conducted to determine the identified problem’s
cause and impact, and to recommend corrective actions. The Department asserts that timely resolution of
every investigation is significant since each test finding could reduce the reliability of the weapon system it
represents. With thisin mind, the objective of this audit was to determine whether the processing of SFIs
was being carried out in atimely manner.

RESULTS OF AUDIT

We found that the Department has not been meeting internally established timeframes for initiating and
conducting investigations of defects and malfunctions in nuclear weapons. In some instances, confirming
the need for an investigation took over 300 working days, despite the Department’ s 45-day criteria. Once
initiated, the majority of investigations examined were open more than one year even though a one-year
benchmark had been established for such investigations. Although technical uncertainties inherently
associated with some defects and malfunctions led to increased resolution time, we found an overall lack of
accountability for ensuring that SFIs were promptly identified and completed. Asaresult of investigation
delays, test data and findings relating to weapon reliability were not readily available to the Departments of
Energy and Defense. |If these delays continue, the Department may not be in a position to unconditionally
certify the aging nuclear weapons stockpile.
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In October 2001, the Office of Inspector General issued a report on Sockpile Surveillance Testing (DOE/
|G-0528), which disclosed that the Department had not met many of its flight, laboratory, and component
testing milestones. Since the Department depends on a rigorous testing methodology for the initial
detection of weapon system defects and malfunctions, testing backlogs have the potentia to further
complicate and delay the observation, analysis, and resolution of such significant problems.

In our judgment, taken together, this report and the October 2001 report on surveillance testing raise serious
concerns about the process the Department has employed to maintain a satisfactory confidence level in the
nuclear weapons stockpile. We are concerned that the Stockpile Surveillance Program’ s intended
performance outcomes may be in jeopardy and that immediate action is required to ensure that milestones
are met and that identified defects are promptly addressed. Accordingly, we recommended that the Deputy
Administrator for Defense Programs develop and implement a laboratory-wide database to track the
notification and resolution phases of the SFI process to establish a basis for monitoring laboratory progress
and accountability. Such information will help in determining what resources are needed to meet
Department benchmarks.

MANAGEMENT REACTION

Management generally agreed with the report conclusions and recommendations and advised that corrective
actions would be implemented in the near future. Management’s comments are provided verbatim at
Appendix 3 of the audit report.

Attachment

cc. Deputy Secretary
Administrator, National Nuclear Security Administration
Deputy Administrator for Defense Programs
Director, Policy and Internal Controls Management, NA-65
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Overview

INTRODUCTION AND
OBJECTIVE

The Department of Energy (Department) is responsible for providing
the nation with nuclear weapons and ensuring these weapons remain
safe, reliable, and available to meet national security requirements.
Prior to the 1992 moratorium on nuclear testing, confidence in the
stockpile was based on underground testing and the continuous
development of new nuclear weapons. Since the moratorium,
certification of the reliability and safety of the weapons stockpile has
been based primarily on surveillance and assurance tests conducted as
part of the Stockpile Surveillance Program. Under this program,
weapons are randomly selected, disassembled, inspected, and tested to
identify possible defects or malfunctions.

Overall responsibility for the direction of the Stockpile Surveillance
Program is vested in the National Nuclear Security Administration
(NNSA). Lawrence Livermore, Los Alamos, and Sandia National
Laboratories are responsible for design of the weapon systems or
components in the stockpile and provide the technical and scientific
expertise to investigate defects and malfunctions.

When a weapon defect or malfunction isidentified during surveillance
testing, Departmental procedures require that the appropriate
laboratory, depending on weapon type, be promptly notified. Within

5 days of notification, the laboratory is required to determine the
significance of the problem and, if warranted, request that a Significant
Finding Notification (SFN) beissued. If an SFN isissued, the
laboratory has 45 daysto perform preliminary tests or evaluations
sufficient to determine whether a Significant Finding Investigation
(hereafter referred to as SFI or investigation) should be initiated. The
specific criteria developed by the Department for this purpose are found
in Departmental production and weapons manuals. Thisismore fully
discussed on pages 8 and 9 of this report.

SFls are conducted to determine the cause and impact of the problem
and to recommend corrective actions. Although not aforma NNSA
policy, agenerally accepted benchmark used by Albuquerque
Operations Office managers to encourage timely resolution provided
that SFIs be resolved within oneyear. A final determination on how
the defect affects the safety, reliability, and performance of the weapons
in the stockpile cannot be made until the investigation is compl eted.
Assessments on the weapon systems reliability are reported in the
formal concurrence letters sent to the Secretaries of Energy and

Defense by the three weapons laboratory Directors and are conditioned
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CONCLUSIONS AND
OBSERVATIONS

in part on the successful resolution of SFIs. These letters serve asthe
basis for certifying to the President the safety and reliability of the
nuclear stockpile.

Concerns about the nation’ s aging nuclear weapons stockpile, testing
delays, and resolution of SFIs have been increasing in recent years.
These concerns were most recently discussed in the Department’s
Strategic Review of the Surveillance Program 150-Day Report (150
Day Report), which disclosed that the average length of timeto
complete SFIs had increased from 5 to 19 months. Additionally, the
review disclosed that the Department of Defense and some within the
Department of Energy, were concerned about receiving prompt
notification of potentially serious deficiencies. In responding to the
draft report, Department officials advised that NNSA was implementing
recommendations from the 150-Day Report into its surveillance
planning.

Since 1958, more than 1200 significant findings have been identified.
About 120 findings have resulted in retrofits or major design changes to
the nuclear weapons stockpile. The objective of our audit was to
determine whether the processing of SFlswas being carried out in a
timely manner.

In many cases, the Department was not meeting internally established
timeframes for establishing and resolving SFIs. We identified some
instances where the Department took over 300 working days to
determine whether an observed defect or malfunction required an SFI.
Once SFI designations were made, over two-thirds of the 64 active
investigations remained unresolved beyond the Department’ s one-year
benchmark for completion. Although technical uncertainties associated
with some defects or malfunctions led to increased resolution time, we
found an overall lack of accountability for ensuring that investigations
were promptly identified and expeditiously completed. Specifically,
the Department did not have compl ete, readily accessible information
on the status of SFIs or action plans detailing how investigations that
had been delayed would be completed. In addition, sufficient human
capital and budgetary resources, in some cases, were not readily
available to conduct needed investigations. Asaresult of delaysin
resolving SFIs, test data and findings relating to weapons reliability
were not timely, which could affect the ability of the Departments of
Energy and Defense to certify the nuclear weapons stockpile.
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To improve the investigative process, we recommended that the Office
of Defense Programs devel op and implement an integrated laboratory-
wide database to track the notification, determination, and resolution
phases of SFls; and, to determine what resources are needed to meet
Department benchmarks.

The Office of Inspector General (OIG) issued arelated audit report on
the Management of the Nuclear Weapons Production Infrastructure
(DOE/1G-0484, September 22, 2000). The audit disclosed that a
deteriorating infrastructure had contributed to delays in weapons
modification, remanufacture and dismantlement, and surveillance
testing of weapon components. The OIG subsequently noted in an
October 2001 report on Stockpile Surveillance Testing (DOE/I G-0528,
October 5, 2001) that the Department had not met many of its
internally-generated milestones for flight, laboratory, and component
tests, which resulted in alack of critical information on the reliability of
nuclear weapon systems. In our judgment, the state of the weapons
production infrastructure, uncompleted weapon systems testing, and
delaysin SFI resolution placed current and future goals of the Stockpile
Stewardship Program at risk.

The audit identified issues that management should consider when
preparing its year-end assurance memorandum on internal controls.

(Signed)
Office of Inspector General

Page 3 Conclusions and Observations



MANAGEMENT OF THE STOCKPILE SURVEILLANCE PROGRAM’S
SIGNIFICANT FINDING INVESTIGATIONS

Significant Finding
Investigation Processing
Delays

Based on the Department’ s standards, weapons laboratories were not
processing SFls at a satisfactory level. In anumber of cases, the
Department’ s benchmark for determining whether observed defects or
malfunctions warranted SFls were not met. Additional delays occurred
once SFIswere opened. For example, more than two-thirds of the
investigations active as of March 2001 had been open for a period
greater than 12 months. In anumber of these cases, long resolution
times were related to administrative delays rather than to resolving
technical issues.

Notification Period Delays

Within 5 working days of being notified of a defect or malfunction, the
appropriate laboratory is required to determine the significance of the
reported problem and whether an SFN should then be issued. For
purposes of this report, we refer to this 5-day timeframe as the SFN
Determination period. If, after preliminary testing, it is determined the
problem may represent an impact on the safety or reliability of
stockpiled weapons, an SFI should be opened within 45 working days'.
We refer to this 45-day timeframe as the SFI Determination period.

Most defects are identified when nuclear components are removed at
the Pantex plant in Amarillo, TX (Pantex), a special handling plant for
nuclear weapons, or during nonnuclear systems tests at the weapons
laboratories. In some instances, defects are determined based on
analyses of data collected on the stockpile over along period of time.
In such cases, SFIswould be opened without an SFN being generated.

Our examination of laboratory investigation files disclosed many
instances where the timeframe between the observance of a defect or
malfunction and its establishment as an SFI greatly exceeded the
Department goal. Although complete information for each instance
was not readily available, we tracked the notification of four defects or
malfunctions that experienced long processing delays.

Table 1 on the next page illustrates the amount of time expended on
SFN processing for the four cited examples.

! During the audit, the SFI determination period was increased from 15
to 45 working days.
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Tablel
SFN and SFI Determination Periods
(In Working Days)
5-Day 45-Day Total
Determination Determination Determination
Example Period Period Period

1 260 49 309
2 320 123 443
3 unknown 429 unknown
4 unknown unknown 481

Because the four cases were till open at the time of our review, it was
not possible to assess the overall importance of these problems. As of
March 2001, the total resolution time for these four cases ranged from
32 to 47 months.

We also concluded that the Department was not tracking the SFN
period in asystematic fashion. Of the 64 investigations examined, we
determined that:

The Department had met both benchmarks only 3 times and had met
either its 5-day or 45-day determination benchmarks 13 times, and
had not met either benchmark 5 times; and

Information was unavailable to determine whether the prescribed
timeframes were missed in 43 cases.

We asked the Department for more information in the 43 instances, but
none became available by the time our review concluded.

We were also told of casesillustrating the Department’ s problem in
managing the notification process. Department officials advised that, in
some cases, SFN periods were extended so that additional assessments
could be conducted prior to aformal investigation. Such additional
work can, from time to time, obviate the need for an SFI atogether.

We also determined that cases could be misplaced. For example, a
responsible engineer at Sandiatold us that during a site visit to Pantex,
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he “found” a malfunctioning component that had apparently been
sidelined and forgotten, and initiated the prescribed SFI processing. In
this case, the investigation opened 30 months after the malfunction
was initially observed and was completed 51 months later.

Investigation Period Delays

Of the 64 investigations open at the time of our review, 46 were open
longer than one year, the Department’ s internal benchmark for SFI
resolution. Over half were more than 18-months old. Asillustrated in
Table 2, each laboratory had alarge number of investigations that
exceeded the one-year benchmark.

Table2
Open SFIs by Laboratory
(Asof March 2001)
LessThan 12to18 More Than
L aboratory 12 Months  Months 18 Months Totd
Sandia 10 5 11 26
Livermore 5 5 4 14
Los Alamos 3 3 18 24
Total 18 13 33 64

At each laboratory we examined, where available, investigation files to
better understand why timeframes were exceeded. The following
examples briefly summarize information contained in the files for
selected cases:

In May 1999, Los Alamos opened an investigation based on a
problem observed in December 1998. Laboratory officials realized
in September 2000 (almost 2 years later) that Pantex had not
provided all materials necessary to conduct required testing
associated with the investigation. Pantex subsequently provided
the materials. As a consequence, this problem had been unresolved
for more than two years, and its impact on the reliability and
performance of the weapon had not yet been determined.
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Lawrence Livermore opened an investigation in December 1999
and shortly thereafter requested measurement data from another
facility in the weapons complex. When making a follow-up request
six months later, laboratory officials learned that the initial message
had never been received because of a computer virus. Expiration of
asafety study at the site from which information had been requested
further delayed the completion of the investigation. At the time of
the audit, this investigation was projected to close in September
2001.

Los Alamos opened an investigation in February 1997 and
requested cal culation data from elsewhere in the laboratory. After
50 months, the SFI remained open because the facility did not have
the computer model needed to provide calculations.

Aninvestigation opened in June 1999 at Lawrence Livermore was
delayed ayear and a half for test parts to be shipped from another
laboratory.

Department officials we spoke to were concerned about these and other
delaysin SFI resolution. They were especialy concerned with those
that appeared to relate to administrative issues — such as shipping parts
from one facility to another. Moreover, the Department’s Fiscal Y ear
2000 performance appraisals for two of the three nuclear |aboratories
underscored deficiencies related to the SFI closure process. For one
laboratory, the Department’ s assessment expressed concern about the
length of the resolution process and advised that more management
attention would expedite closure. An assessment of another |aboratory
indicated that the length of time to close out investigations was longer
than necessary. The appraisal for the third laboratory was not
performed by the same Department element and did not specifically
address SFI processing.

Similarly, on a quarterly basis the Department assesses its own
performance on a number of aspects of the Stockpile Surveillance
Program. Inits April 2001 assessment, the Department’ s self-applied
rating for SFI closure was unacceptable. It received arating of “zero”
for al nine major weapon systems, indicating that performance metrics
were not being consistently met.
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Significant Finding
Investigation
Requirements

Finally, we noted that according to the Department’ s 150-Day Report,
the average length of time to complete SFIsincreased from 5to 19
months over a nine-year period ending in 2000. Consistent with that
finding, we determined that the 64 SFIs examined during the audit had
been open an average of 22 months as of March 2001. In our
discussions with responsible officials, however, we were advised that in
the recent past, progress had been made in bringing many older
investigations to closure.

The NNSA has overall responsibility for the development, production,
and maintenance of the nation’s nuclear weapons. Policies and
procedures related to these responsibilities have been delineated in the
Albuqguerque Operations Office Development and Production Manual
(Manual) and are applicable to all Department and contractor
organizations with responsibility for executing any phase of the nuclear
weapons program. Additionally, the August 1998 Weapons Evaluation
Program Handbook (Handbook) provides implementing policies,
practices, and work processes for carrying out these responsibilities,
including the resolution of SFIs. The Handbook serves as a means of
communicating to both internal and external organizations the
responsibilities of the Weapons Evaluation Program.

With regard to the SFI resolution process, the Manual requires that
Design Agencies (weapons |aboratories) determine the significance of a
defect or malfunction observed during weapons testing, dismantlement,
inspection, and routine maintenance within five days. Once determined
to be significant, within 45 days the laboratory should make a
preliminary assessment of the defect or malfunction’s impact on the
safety and reliability of the stockpile, conduct preliminary studies, and
finalize its determination on whether an SFI should be opened. The
Handbook provides arange of performance levels for assessing timely
SFI resolution. According to the Handbook, investigations resolved
within 12 months receive a higher performance score. The Handbook
further provides that for any investigation remaining open more than

18 months, performance on that element is to be graded at zero. These
metrics were developed consistent with the Government Performance
and Results Act of 1993. However, NNSA had not adopted thisas a
formal measurement but rather used “ a reasonable period of time” for
SFI resolution.

During the course of the audit, both Department and contractor officials
affirmed that the goal was to close SFIswithin ayear. However, an
Albuquerque official told us this was not always possible because of the
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Need for Increased
Accountability and
Resource Planning

complex nature of some SFIs. He further asserted that the one-year
goal was established in 1995 based on the average time required to
complete investigations of electrical and mechanical problems. In his
view, this benchmark is unreasonable for some investigations of amore
complex nature. The OIG recognizes that the one-year benchmark is
based on average processing times and may not be reasonablein all
cases. Nevertheless, the focus of this report is on ensuring the timely
processing, to the extent possible, of al SFlis.

Opportunities existed for the Department to significantly improve
accountability for prompt notification and resolution of noted weapon
system defects or malfunctions. Specifically, responsible Department
officials did not have complete, readily accessible information on the
status of SFIs complex-wide. Furthermore, once delays were noted, the
Department did not require laboratories to provide action plans
detailing how such investigations would be expeditiously completed.

In some cases, resource limitations and technical uncertainties
contributed to these delays.

Accountability

The Department could not effectively hold its laboratories accountable
for prompt investigation resolution because it did not have sufficient
information and did not coordinate follow-up activities. Specifically:

Although Department policy included the 45-day metric for
preliminary assessment, prior to our review, statistics on the
notification period had not been collected or analyzed. In fact,
the Department’ s SFI database, maintained by Sandia National
Laboratories, did not contain fields for the date a problem was
first observed or for the date the notification period began.
Without this information, determining whether the laboratories
are meeting pre-investigation metrics is extremely difficult.
Investigation resolution times tracked by the Department did not
include the time between initial observance of a defect or
malfunction and the date an investigation was opened. As noted
earlier in this report, we found a number of cases where that
time period seemed excessive.

Frequently, monthly reports generated by Sandia and submitted
to Albuquerque did not contain sufficient information as to what
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actions were needed to complete individual SFIs. We observed that
these reports tended to focus on actions completed to date and
planned future tests. However, they generally did not address
causes for delays and planned actions to overcome those obstacles.

Although Department officials required quarterly reviews of
investigations that were open 12 months or more, we determined
laboratories were not required to formally develop action plansto
resolve delays. Records of those meetings generally included alist
of attendees and an agenda of SFIsto be discussed but did not
include follow-up actions. Furthermore, a Department official
indicated that follow-up of the quarterly meetings tended to be
informal.

Resources

At each Department and laboratory facility we visited, responsible
officials told us that the speed with which defects or malfunctions were
investigated and resolved was, in many cases, directly related to
available resources. Further, officials told us technical uncertainties
arose that had to be resolved and the one-year benchmark was ssimply
unrealistic. In other cases, however, resource availability —including
facilitiesin which to conduct tests and qualified personnel to administer
tests — had played a magjor part in delays. For example, several SFIswe
examined were delayed while atest facility at Los Alamos was
restarted. In one such case, an investigation was delayed 44 months
because necessary tests apparently could not be conducted el sewhere.
At Lawrence Livermore, an investigation was delayed severa months,
in part, because the individual responsible for the design of arelevant
component no longer worked at the laboratory. No one else at that
laboratory had sufficient background information to immediately
address the problem.

Resource limitations were exacerbated, in our judgment, because the
Department did not specifically budget for SFIs. Instead, such
investigations were part of the overall Stockpile Surveillance Program
budget and, as such, competed for funds with other surveillance
activities. Many Department and laboratory officias told us that
budgeting for SFIs was difficult because of the wide range of technical
uncertainties involved and the significant fluctuation from year to year
in the number of active SFIs. They acknowledged, however, that SFIs
generally tended to be assigned arelatively low priority within the
surveillance program. In responding to a draft of this report,
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Stockpile Reliability

the Assistant Deputy Administrator for Military Application and
Stockpile Operations said that despite what we weretold in the field,
completion of SFIsis one of the highest budget priorities given by
NNSA to the plants and laboratories.

The Stockpile Stewardship Program’ s success depends on the
Department’ s ability to find, assess, and fix potential problemsin the
stockpile, and to do so in atimely manner. Unreasonably long delays —
especially those caused by seemingly controllable administrative
issues — mean that the Department may lack essential information on
the significance of noted defects or malfunctions. Decisions on whether
to redesign a component, engineer aretrofit, or take other action may
likewise be postponed. As the stockpile continues to age, making these
decisions as soon as possi ble becomes increasingly important.

Ultimately, delays in resolving SFIs have the potential to affect the
Department’ s confidence in the reliability of weapon systems and its
ability to certify the nuclear weapons stockpile. There have been many
instances where a defect or malfunction originally thought to have been
relatively minor turned out to be quite serious. Asan example, a
problem observed in November 1998 was opened as an SFl and its
potential impact was initially determined not to be significant. Based
on this determination, the investigation was not, at first, given priority
attention. Subsequently, the investigation disclosed that the problem
could have amajor impact on the reliability and performance of akey
weapon system component and that the component needed to be
redesigned. Asof March 2001, the total time expended on this
investigation was about 28 months.

Management advised that important changes during the 1990s affected
the number of SFIs being opened and the length of time they remained
open. These include increased concerns about age-related problemsin
the enduring stockpile and the increased participation of the defense
laboratories in the SFI process. These changes resulted in more
thorough investigations and a corresponding increase in the use of
assets to conduct required tests. Management further pointed out that
the technical complexity of some SFIs might cause the established
benchmarks to be exceeded. The OIG recognizes this point.
Nevertheless, given the national security implications associated with
stockpile reliability, we concluded that the Department needs to
implement and execute an effective system to track and manage this
critically important activity.

Page 11

Details of Finding



RECOMMENDATIONS

The significance of these issues is further compounded by other
problems in the Stockpile Surveillance Program. Specifically, in
October 2001, the OIG issued areport on Sockpile Surveillance Testing
(DOE/1G-0528), which disclosed that the Department had not met
many of its flight, laboratory, and component testing milestones. Since
the Department depends on a rigorous testing methodology for the
initial detection of weapon system defects or malfunctions, testing
backlogs have the potential to further complicate and delay the
observation, analysis, and resolution of such problems.

To hold its laboratories accountable for prompt notification and
resolution of noted weapon system defects and malfunctions, we
recommend that the Deputy Administrator for Defense Programs
enhance the Department’ s SFI process by requiring:

1. Albuquergue to develop and implement a comprehensive SFI
database, or modify the system maintained by Sandia National
Laboratories, to include:

a. Defect and malfunction discovery date, SFN and SFI
determination dates, expected closure date, report date, expected
impact and any other information deemed necessary to manage
the process; and

b. Narrative explanations of unexpected delays and steps planned
to resolve those delays on open investigations. (This
information should also be included in the monthly reports.)

2. Laboratoriesto provide detailed 6-month action plans and estimated

closure dates for the resolution of all investigations open more than
one year.

3. Laboratories to estimate resource requirements for completing

investigations open more than one year and to include such
estimates as part of their overall surveillance program budget
request.

4. Albuquerque to provide a periodic management report that will

inform top management of significant ongoing SFI problems.
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MANAGEMENT
COMMENTS

AUDITOR COMMENTS

Management generally concurred with the audit report conclusions and
recommendations and advised that corrective actions would be
implemented by January 2002. Management agreed with tracking all
recommended information in the Sandia database except that related to
recommendations 1b. and 2. Officials believed thisinformation would
be more readily usable to NNSA management in the monthly reports.
Management’ s comments are included in their entirety as Appendix 3.

Management’ s comments were generally responsive to the
recommendations; however, in order for the Sandia database to serve as
an effective tool for managing SFIs and holding responsible officials
accountable, it must be complete and transparent. This requires, in our
judgment, narrative explanations for unexpected delays, planned actions
to resolve delays, and detailed action plans to resolve SFI's open more
than oneyear. If NNSA decides not to include all narrative
explanations in the Sandia database, it should, at a minimum, develop a
process by which managers have complete, readily accessible
information on all SFls.
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Appendix 1

SCOPE

METHODOLOGY

The audit was performed from February 2001 through October 2001 at
the Department of Energy Headquarters in Washington, DC and
Germantown, MD; Albuquerque Operations Office and Sandia National
Laboratory in Albuquerque, NM; Los Alamos National Laboratory, in
Los Alamos, NM; and, Lawrence Livermore National Laboratory, in
Livermore, CA.

To satisfy the audit objective we:
Reviewed policies and procedures regarding SFIs;

Reviewed strategic plans and performance measures established in
accordance with Government Performance and Results Act;

Interviewed cognizant Departmental and contractor officials at
Headquarters, Albuquerque Operations Office, Sandia National
Laboratory, Los Alamos National Laboratory, and Lawrence
Livermore National Laboratory about open SFIs and
responsibilities;

Reviewed contractor performance plans and appraisals for SFI
information;

Reviewed open and closed SFI information to assess whether work
progressed, causes for delaysin closure, and any impact
determinations; and

Met with Department of Defense officials regarding the SFI process
and their responsibilities.

The audit was conducted in accordance with generally accepted
Government auditing standards for performance audits and included
tests of internal controls and compliance with laws and regulations to
the extent necessary to satisfy the audit objective. Because our review
was limited, it would not necessarily have disclosed all internal control
deficiencies that may have existed at the time of our audit. We did not
rely extensively on computer processed data.

We held an exit conference with NNSA officials on
December 6, 2001.
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Appendix 2

RELATED REPORTS

Office of | nspector General

Sockpile Qurveillance Testing, (DOE/I G-0528, October 5, 2001). The Department
had not met many of its flight, laboratory, and component testing milestones. This
resulted in a significant testing backlog that is projected to continue for several
years. When tests are delayed or are not completed, the Department lacks critical
information on the reliability of the specific weapons involved. Without needed test
data, the Department’ s ability to assign valid reliability levels to some weapon
systemsis at risk.

Recruitment and Retention of Scientific and Technical Personnel, (DOE/IG-0512,
July 10, 2001). The Department has been unable to recruit and retain critical
scientific and technical staff in amanner sufficient to meet identified mission
requirements, and therefore, cannot ensure that necessary resources will be
available.

Management of the Nuclear Weapons Production Infrastructure, (DOE/I G-0484,
September 22, 2000). The audit found that the nuclear weapons production
infrastructure has not been adequately maintained and current and future goals of the
Stockpile Stewardship Plan are at risk.

The U.S Department of Energy's Efforts to Preserve the Knowl edge Base Needed to
Operate a Downsized Nuclear Weapons Complex, (DOE/IG-0428, October 2, 1998).
The Department had not devel oped a coordinated, integrated program to preserve
the knowledge base of the downsized nuclear weapons complex. Without such a
program, the Department risks not identifying and using all information that would
provide continued high confidence in the nuclear stockpile.

Other Reports

FY 2000 Report to Congress of the Panel to Assess the Reliability, Safety, and
Security of the United Sates Nuclear Sockpile, (February 1, 2001). This
Congressionally established panel found a disturbing gap between the nation’s
declaratory policy that maintenance of a safe and reliable nuclear stockpileisa
supreme national interest and the actions taken to support this policy.
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FY 1999 Report of the Panel to Assess the Reliability, Safety, and Security of the
United States Nuclear Stockpile, (November 8, 1999). The Congressionally
appointed panel reported that effective execution of both the Stockpile
Stewardship Program and the Annual Certification Process offered the best hope
for sustaining confidence in the nuclear stockpile, and its deterrent capabilities,
into the future. The panel recommended strengthening and broadening the
Annual Certification Process to provide assurance that potential problems are
being sought out and reported.

Strategic Review of the Surveillance Program 150-Day Report, (January 1, 2001).
This strategic review was initiated by NNSA to define the surveillance approach
that would be most appropriate to assure the continued safety and reliability of the
nation’ s nuclear stockpile. The team identified possible changes and
improvements needed in the program to meet the needs of an aging stockpile with
limitations on testing and an increasing need to preserve stockpile assets.

General Accounting Office

Nuclear Weapons: Improved Management Needed to I mplement the Stockpile
Sewardship Program Effectively, (GAO-0I-48, December 2000). Although the
Office of Defense Programs had taken steps to address principal challenges facing
the Stockpile Stewardship Program, additional improvements were needed.
Specifically, improvements were needed in order to: (1) remedy weaknesses in the
program’ s planning process; (2) ensure that required budget information for
effective cost management is available; (3) correct organizational and |eadership
deficiencies; and, (4) develop an effective management process for overseeing the
life extension process for nuclear weapons.

Nuclear Weapons: Improvements Needed to DOE’ s Nuclear Weapons Stockpile
Surveillance Program, (GAO/RCED-96-216, July 1996). The Department was
behind schedule in conducting many of the stockpile surveillancetests. Asa
result, the Department’ s confidence in the reliability levels assigned to some
nuclear weapons had been diminished because some needed tests had not been
carried out.
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DOE F 1325.8
(08-93)

United States Government Department of Energy

National Nuclear Security Administration
memorandum

DATE:  November 30, 2001

REPLY TO
ATTINOF:  NA-122 (R. Kumar, 3-2865)

susecT: DRAFT REPORT ON “MANAGEMENT OF SIGNIFICANT FINDING INVESTIGATIONS”

1: Philip L. Holbrook, Deputy Inspector General for Audit Services, Office of Inspector General,
1G-30

This memorandum responds to your October 29, 2001, request for comments on the subject
Draft Report on the Management of Significant Finding Investigations (SFI). We generally
agree with the recommendations covered in the draft report on the subject audit. The attachment
provides the actions the National Nuclear Security Administration (NNSA) has planned on these
recommendations and provides a proposed change to Recommendation 1b and
Recommendation 2.

Throughout the draft report, the Inspector General (IG) states that NNSA has a “benchmark” or
performance indicator that SFIs should be closed within one year. This is not an official NNSA

- position. There is an internal metric used by the Program Manager of the Weapons Evaluation
Program to encourage timely resolution. It is an extremely conservative metric, and as stated in
the report, this time frame represents a stretch goal for most SFIs. Due to the nature of stockpile
issues, time is important, but all actions taken must be deliberate. The NNSA goal continues to
be the closure of SFIs in a reasonable period of time. Implementation of Recommendation 1
should aid in this respect.

Also, the report does not consider all the sources for generating SFIs. When a weapon is being
designed and produced, the laboratories develop an understanding of the critical production
parameters. Monitoring of these parameters is incorporated into the surveillance disassembly
and inspection process. The processes are not static, however. As information is collected on
the as-built and aging stockpile, all data is analyzed and, occasionally, an issue arises that
requires further investigation. That investigation may lead to review and reanalysis of data that
had been collected and stored many months or years before and may result in the determination
that a condition, originally accepted, is now of concern. In this case, a Significant Finding
Notice (SFN) may be reevaluated and converted to an SFI, or an SFI can be opened based on the
analysis without an SFN being generated. While the time can be quite substantial from original
observation of a condition to the opening of an SFI, it should be noted the time from recognition
of a condition of potential concern to opening of the SFI is short.

The Strategic Review of the Surveillance Program (150-Day Report issued January 2001)
considered, among other topics, the SFI process and the timely closure of investigations. The
NNSA is implementing the recommendations from the 150-Day Report into its surveillance
planning.
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The SFI process has served the nuclear weapons complex well over the years. However, a
number of important changes during the 1990s affected the number of SFIs and the length of
time they remain open. For example, there is increased concern about age-related

problems in the enduring stockpile (due to extended lifetimes). This has resulted in more
thorough investigations using more sophisticated tests which require the development and use of
new test techniques and equipment. Some of these new tests have been incorporated into core
testing and have resulted in the discovery of anomalies not previously detected. Prior to 1994,
participation in the investigations by nuclear laboratories was limited. With a subsequent
increase in nuclear laboratory participation in the SFI process, there has been a corresponding
increase in the use of assets that are extremely difficult to schedule (hydro tests, complex
computer codes, etc.). These changes have not only resulted in more SFIs being opened, but
also in SFIs being open longer. Your report should acknowledge these changes to provide a
complete account of the context in which SFIs are conducted.

In addition, we recommend the following changes to the text of the report:

1. Paragraph 3 on Page 1, replace “opened” with “issued” (in two places). SFNs are issued
and SFIs are opened.

2. The first sentence of Paragraph 4 on Page 1 states that SFIs “are generally to be completed
within one year.” Again, this is not an NNSA position and we recommend deleting this part
of the sentence.

3. The last paragraph on Page 7 states “Albuquerque Operations Office has overall
responsibility . . . .” Replace “Albuquerque Operations Office” with “NNSA.”

4. The first sentence in the first full bullet on Page 9, starting with the word “Frequently...”
should be replaced with “Frequently, monthly reports generated by Sandia and submitted to
Albuquerque did not contain sufficient information on what action(s) were needed to
properly conduct the SFI on a timely basis.”

5. The last paragraph on Page 9 states “Responsible officials told us. . . SFIs generally tended
to be assigned a relatively low priority within the surveillance program.” This comment is
unsubstantiated and is not the position of the NNSA, the laboratories, or the plants. We
recommend deleting this statement and replacing it with “The closure of SFIs is one of the
highest budget priorities given by NNSA to the plants and laboratories.”
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I hope that the above and attached comments will allow you to finalize the report. If you have
any questions or need further information, please call me or have your staff contact Ramendra

Kumar on 3-2865.
%mwid E. Beck

Assistant Deputy Administrator
for Military Application and
Stockpile Operations

Defense Programs

Attachment
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NATIONAL NUCLEAR SECURITY ADMINISTRATION DECISION
ON INSPECTOR GENERAL DRAFT REPORT ON
MANAGEMENT OF SIGNIFICANT FINDING INVESTIGATIONS

Recommendation 1:

Albuquerque to develop and implement a comprehensive SFI database, or modify the system
maintained by Sandia National Laboratories, to include:

a. Defect and malfunction discovery date, SFN and SFI determination dates, expected
closure date, report date, expected impact, and any other information deemed
necessary to manage the process.

b. Narrative explanations of unexpected delays and steps planned to resolve those delays
on open investigations. (This information should also be included in the monthly
reports.)

Management Decision:

Partially concur.

We concur with adding the new fields as described in Part a., above, into the Sandia SFI
database. However, it should be understood there is not necessarily an SFN for every SFL
Direction will be issued to testing agencies to provide this information on future SFIs to Sandia
by the end of January 2002. We also expect that Sandia’s database will be modified by January
2002 to include the new data fields.

With regards to Part b., we agree the tracking of this information is appropriate. However, we
feel this narrative information would be more readily usable to NNSA management in the
monthly reports vice this kind of database. We recommend changing Part b. to “Narrative
explanations of unexpected delays and steps planned to resolve those delays on open
investigations should be included in the monthly report.”

This direction will be issued to the design agencies by January 2002.

Recommendation 2:

Laboratories to provide detailed action plans for the resolution of all investigations open more
than one year.

Management Decision:
Partially concur.

This issue was addressed in the “Strategic Review of the Surveillance Program-150 Day Report.”
The study confirmed that SFI committees attempt to do a thorough investigation and conduct the
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.

investigations in the most expeditious manner possible, considering other factors, such as
limitations in experienced staff, testing capabilities, and availability of facilities. SFIs are
forensic-type work, with many possible outcomes. The time it takes to plan all of the possible
major tasks in such complex investigations is not an effective use of resources. The SFI process
is, as the name implies, an investigative one instead of a production process. Insight into more
than the next few steps in the investigation is usually limited. This is because results of the next
few steps may reorient the rest of the investigation into an area that was not expected. Therefore,
devoting much time to detailed planning to the “anticipated” end will result in further delays to
the investigation.

The SFI committees have been in the practice of planning the necessary steps leading to the next
major decision points, but we acknowledge they have not always been documented for

management and have not included a closure goal. Therefore, we agree it would be worthwhile
to have a documented plan for accomplishing the next few steps.

We recommend this recommendation be changed to “Laboratories to provide 6-month action
plans and estimated closure dates towards resolution of all investigations open more than one
year in the monthly report.”

This information, along with the information from Recommendation 1, part b., will serve as a
valuable management tool for assessing the progression of SFIs. This direction will be issued to
the design agencies by January 2002.

Recommendation 3:

Laboratories to estimate resource requirements for completing investigations open more than one
year and to include such estimates as part of their overall surveillance program budget request.

Management Decision:

Concur.

Direction will be issued to the design agencies by January 2002.
Recommendation 4:

Albuquerque to provide a periodic management report that will inform top management of
significant, ongoing SFI problems.

Management Decision:

Concur.

The Program Manager for the Weapons Evaluation Program will continue to inform
management at the quarterly Defense Programs briefing of significant, ongoing SFI problems.

This information will also be added to the quarterly “Surveillance Program Issues and Status
Report,” as appropriate.
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CUSTOMER RESPONSE FORM

The Office of Inspector General has a continuing interest in improving the usefulness of its products. We
wish to make our reports as responsive as possible to our customers' requirements, and, therefore, ask that
you consider sharing your thoughts with us. On the back of this form, you may suggest improvements to
enhance the effectiveness of future reports. Please include answers to the following questionsiif they are
applicable to you:

1. What additional background information about the selection, scheduling, scope, or procedures of the
audit would have been helpful to the reader in understanding this report?

2. What additional information related to findings and recommendations could have been included in this
report to assist management in implementing corrective actions?

3. What format, stylistic, or organizational changes might have made this report’ s overall message more
clear to the reader?

4. What additional actions could the Office of Inspector General have taken on the issues discussed in this
report which would have been helpful ?

Please include your name and tel ephone number so that we may contact you should we have any questions
about your comments.

Name Date

Telephone Organization

When you have completed this form, you may telefax it to the Office of Inspector General at
(202) 586-0948, or you may mail it to:

Office of Inspector General (1G-1)
Department of Energy
Washington, DC 20585
ATTN: Customer Relations

If you wish to discuss this report or your comments with a staff member of the Office of Inspector General,
please contact Wilma Slaughter at (202) 586-1924.



The Office of Inspector General wants to make the distribution of its reports as customer
friendly and cost effective as possible. Therefore, this report will be available
electronically through the Internet at the following alternative addresses:

Department of Energy Office of Inspector General Home Page
http://www.ig.doe.gov

Y our comments would be appreciated and can be provided on the
Customer Response Form attached to the report.



